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[0001] Portions of this patent application contain materials that are subject to copyright 
protection. The copyright owner has no objection to the facsimile reproduction by anyone of 
the patent document, or the patent disclosure, as it appears in the Patent and Trademark 
Office file or records, but otherwise reserves all copyright rights whatsoever. 
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[0002] This application claims the benefit of priority based on U.S. Provisional Patent 
Application Serial No. 60/453,406, filed March 10, 2003, entitled "Large-Scale Targeted 
Data Distribution System," and naming James J. Crow, James F. Kelton, Arabinda Bose, 
Jeremy Remington, Casey Schmit, and Amarjit Singh as the inventors. The above-referenced 
application is hereby incorporated by reference herein in its entirety. 
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(attorney docket number MTV0014US), filed April 4, 2000, entitled "Broadband Service 
Control Network," and naming James J. Crow and Dennis L. Parker as the inventors. 

[0004] This application is related to U.S. Patent Application Serial No. 09/542,274, 
(attorney docket number MTV0015US), filed April 4, 2000, entitled "Self-Managing 
Software Agents With Introspection," and naming James J. Crow and Dennis L. Parker as the 
inventors. 
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(attorney docket number MTV0016US), filed April 4, 2000, entitled "Distributed Services 
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and Dennis L. Parker as the inventors. 

[0006] This application is related to U.S. Patent Application Serial No. 09/653,486, 
(attorney docket number MTV0017US), filed August 31, 2000, entitled "System of 
Automated Configuration of Network Subscribers for Broadband Communication," and 
naming James J. Crow as the inventor. 

[0007] Each of the above-referenced applications is hereby incorporated by reference 
herein in its entirety. 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0008] This invention relates to communication between clients and servers in a large- 
scale distributed client/server system. 

Description of the Related Art 

[0009] Computer component manufacturers, software developers, and Internet service 
providers ("ISPs") continue to develop technology that increases the speed of Internet 
communication. The emergence of broadband technology, including DSL (digital subscriber 
lines), ISDN (integrated services digital network), and other broadband communication 
schemes are due in large part to this common goal. Many software developers are now re- 
designing existing software to take advantage of new Internet technologies. 

[0010] User computers must be configured to access broadband Internet communication. 
Typically, a special modem must be configured, appropriate drivers installed, accounts 
established and other steps taken to implement the communication link. Moreover, because 
computer systems are very seldom sold ready for broadband communication, configuration 
often requires a service person to visit the physical location of the computer to configure it 
for access to a broadband network. 

[0011] Rather than send service personnel, broadband service providers have begun to 
provide client software to be installed on subscribers' computer systems. This client software, 
also referred to herein as an agent, enables a user to configure access to broadband services 
automatically, i.e., without the need for a service person to be onsite. The agent solution 



Attorney Docket No.: MTV001 8US 



works well for basic modem installation and configuration. However, the agent must be 
updated so that the computers, in which the agent is installed, can take advantage of changes 
to broadband services offered. Accordingly, a need exists to centrally manage and 
automatically update these agents or other application programs on each of the subscribers' 
computer systems. 

[001 2 J Central management of agents can be performed by a server in communication 
with client computer systems that contain the agent. One problem in achieving such central 
management is that at Internet scales, it is impractical for the server to maintain persistent 
connections to a very large number of clients. Also, in the modern networking world, 
firewalls, Port Address Translators, Network Address Translators, and the like make it 
impractical for a server to contact its clients. Furthermore, a large scale deployment of 
intermittently connected clients requires synchronization of software and configuration 
information for each client when that client establishes a connection with the server. 

[0013] A model has been used where the clients periodically poll one or more servers. 
Servers process each request as it is received, but individually providing a response to each of 
millions of clients requires significant server hardware and a significant database investment, 
in addition to the costs of personnel to maintain such a large system. 

[0014] Broadcasting technology enables servers to broadcast messages to a very large 
number of clients. However, the bandwidth requirement to send messages to millions of 
clients can severely degrade network performance. It is desirable to have the capability to 
provide a message or set of data to an arbitrarily large subset of clients without degrading 
network performance. 

[0015] To achieve Internet scales, it may be necessary to provide multiple, equivalent 
servers to share the load. Clients should see the group of servers as a single source. A large 
group of servers presents management challenges to server administrators. Common server 
software and system state information should be efficiently maintained and communicated to 
all servers, while preserving the clients' unified view. 

[0016] Furthermore, many large-scale client/server applications require configuration data 
on the client to correctly operate. This configuration data may evolve as the network 
environment and business needs change. It is desirable to proactively deliver configuration 
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data to distributed clients by a central administrator as configuration data evolves. In 
addition, the capability should exist for administrators to post information to the users of 
broadband networks. Mechanisms exist that rely on user action, but it is desirable that an 
administrator be able to proactively post generally applicable information onto users' 
desktops in a large-scale deployment of client computers. 

[0017] A solution is needed that allows data to be distributed to a very large client base 
using minimal server resources. The solution should be scalable, efficient, and capable of 
using a publicly available network, such as the Internet, for distributing data. 

SUMMARY OF THE INVENTION 

[0018] The present invention is used to distribute data to arbitrarily large subsets of a 
very large client base, with most or each client computer system of the client base running 
client software referred to as an agent. The data distribution system uses a large-scale 
network such as the Internet. The data to be distributed may include, for example, agent 
software configuration data; agent software programs, plug-ins, and associated data; 
announcements; and other data that is centrally managed by an administrator. Using this 
invention, millions of client computer systems, such as computer systems for subscribers to a 
broadband service, can be configured or managed centrally, while allowing data to be 
distributed to all or a subset of subscribers efficiently and using minimal bandwidth. Agents 
may assist in determining whether particular data are to be distributed to them, enabling 
much larger-scale applications to be supported with limited server-side resources. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The present invention may be better understood, and its numerous objectives, 
features and advantages made apparent to those skilled in the art by referencing the 
accompanying drawings. 

[0020] Fig. 1 shows an example of a large-scale data distribution system in which the 
present invention may operate. 

[0021] Fig. 2 shows examples of data flows preparing data to be distributed in the large- 
scale data distribution system of Fig. 1. 
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[0022J Fig. 3 shows examples of data flows making data available to the servers of the 
large-scale distributed client/server system of Fig. 1 . 

[0023] Fig. 4 shows examples of data flows distributing a data file to the servers of the 
large-scale distributed client/server system of Fig. 1 . 

[0024] Fig. 5 shows examples of data flows distributing the data file to clients/agents of 
the large-scale distributed client/server system of Fig. 1. 

[0025] Fig. 6 shows an example of an index file. 

[0026] The use of the same reference symbols in different drawings indicates similar or 
identical items. 

DETAILED DESCRIPTION 

[0027] For a thorough understanding of the subject invention, refer to the following 
Detailed Description, including the appended Claims, in connection with the above-described 
Drawings. 

[0028] References in the specification to "one embodiment" or "an embodiment" mean 
that a particular feature, structure, or characteristic described in connection with the 
embodiment is included in at least one embodiment of the invention. The appearances of the 
phrase "in one embodiment" in various places in the specification are not necessarily all 
referring to the same embodiment, nor are separate or alternative embodiments mutually 
exclusive of other embodiments. Moreover, various features are described that may be 
exhibited by some embodiments and not by others. Similarly, various requirements are 
described that may be requirements for some embodiments but not other embodiments. 

Introduction 

[0029] The present invention provides a method, system, computer system, or computer 
program product to distribute data from server to client computer systems. Clients may assist 
in determining whether particular data are to be distributed to them. 



[0030] Various services may cooperate to help administrators manage a large-scale 
deployment of clients as described in patent application serial number 09/542,602, entitled 
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"Broadband Service Control Network," and naming as inventors James J. Crow and Dennis 
L. Parker. These services provide a way for the infrastructure to be managed. 

Architecture of an Example Large-Scale Data Distribution System 

[0031] Fig. 1 shows relevant components of an exemplary large-scale data distribution 
system 100 in which the present invention may operate. Client 104 is an example 
embodiment of one of a very large number of client computer systems in system 100. Client 
computer system 1 04 includes a processor (not shown), and a memory (not shown) in which 
software components, such as agent communication module 170 and agent 190, operate. 
Agent 190 is an example of client software running on client computer systems of a 
client/server system, such as data distribution system 100 or the broadband service control 
network described in the patent applications referenced in the "Cross References to Related 
Applications" section of this document. Agent communication module 1 70 enables 
communication between agent 190 and server computer systems, such as servers 102a, 102y, 
and 102z of server group 102, and is described in further detail below. 

[0032] Server group 102 may include one or more servers, depending upon the number 
of client computer systems/agents that are supported in data distribution system 100. Each of 
the server computer systems 102a, 102y, and 102z in server group 102 has a processor (not 
shown) and a memory (not shown) in which software components can run. In one 
embodiment, each server computer system in server group 102 provides substantially 
identical functionality and includes substantially identical components. Examples of these 
components are shown within server 102z and are described in further detail below. 

[0033] In the embodiment shown, server group 102 represents a server farm or cluster, 
where server computer systems 102a, 102y, and 102z share a hostname and other resources. 
The location of particular data is provided as a Uniform Resource Locator (URL) accessible 
in server group 102, and any one of servers 102a, 102y, and 102z can provide that particular 
data to an agent requesting it. This embodiment enables load balancing to manage a very 
large number of agents with as few servers as possible in server group 102. In one 
embodiment, data to be distributed are stored as static web pages in web page storage 108. 

[0034] Client computer system 104 communicates with one of server computer systems 
102a, 102y, or 102z in server group 102 via a communication link, such as communication 
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link 105 between client computer system 104 and server 102z. In one embodiment, 
communication link 105 is implemented via an Internet connection. 

[0035] Administrative computer system 112 hosts administrative interface 110, which 
uses web browser 111. Administrative interface 110 can be used, for example, to provide 
data for indirect distribution to agents, such as agent 190, in data distribution system 100. 
Typically, data to be communicated are provided in the form of a data file or a message. 
Administrative computer system 112 can also communicate with one or more of server 
computer systems 102a, 102y, and 102z in server group 102 via a communication link, such 
as the communication link 103 between administrative computer system 1 12 and server 102z. 
Communication link 103 can be implemented, for example, as an intranet, as a connection to 
a local area network for servers 102a, 102y, and 102z in server group 102, as an Internet 
connection, or in other ways known to those skilled in the art. 

[0036] In the embodiment illustrated, each of the server computer systems in server 
group 102 has access to shared resources, such as database 106 and event queue 118. These 
shared resources are used to communicate data between server computer systems in server 
group 102. The data communicated between server computer systems may include data to be 
distributed to agents (e.g., agent 190) and/or other servers. One of skill in the art will readily 
understand that information can be made commonly available to servers in a client/server 
system using shared resources implemented in a variety of ways. The present invention is not 
limited to use of a database or an event queue, as long as data for distribution can be made 
commonly available to a group of servers in a client/server system. 

[0037] Server 102z provides an example embodiment of a server operating in data 
distribution system 100. Server 102z includes server component 120S (also designated as 
Agent Configuration Service server component 120S), server component 130S (also 
designated as an Agent Update Service server component 130S), server component 140S 
(also designated as an Announcement Service server component 140S), and server 
component 160S (also designated as an Administrative Service server component 160S). 
Server 102z also includes a Data Publishing Service 150S used for communicating between 
servers in server group 102. Data Publishing Service 150S includes a publisher component 
150P and a listener component 150L. 

[0038] Server 102z also includes a web server 162. In one embodiment, Administrative 
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Service server component 160S provides a web-based application that uses web server 162 to 
serve web pages from web page storage 108. One of skill in the art will understand that a 
single web server may provide server components for multiple services, such as 120S, 130S, 
140S, and 160S. In addition, web server 162 may reside on a different server computer 
system than server 102z, and the servers in server group 102 may use the same or different 
web servers. Furthermore, web page storage 108 need not reside on server 102z itself, but 
may reside on a separate storage device accessible by server 102z. 

[0039] Each of the server components 120S, 130S, and 140S has a respective client 
component on client computer system 1 04. These client components include, respectively, 
Agent Configuration Service client component 120C, Agent Update Service client 
component 130C, and Announcement Service client component 140C. Each service is 
described in further detail below. One of ordinary skill in the art will recognize that these are 
three examples of services for distributing respective types of data, and that services 
distributing other types of data are also within the scope of the invention. 

[0040] Referring again to client computer system 104, in one embodiment, agent 
communication module 170 acts as a container including instructions implementing each of 
the service client components 120C, 130C, and 140C. Agent communication module 170 
also includes filter engine 180, which processes data as explained in further detail below. 

[0041] In one embodiment, agent communication module 170 is implemented as a 
process that runs on a client computer system hosting an agent, even when the respective 
agent is not active. The service client components within agent communication module 170 
are examples of service client components, but agent communication module 170 may 
include other service client components for distributing different types of data. 

[0042] Each of these service client components 120C, 130C, and 140C provides code to 
implement service-specific functionality. In one embodiment, this code is provided in the 
form of an application programming interface (API). Agent 190 is configured to periodically 
request respective service-specific data stored at a pre-specified location in server group 102, 
as well as to request respective service-specific data upon starting. 

[0043] The operation of the Agent Configuration Service is described in further detail 
below as an example of distributing one type of data in data distribution system 100. 
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Agent Configuration Service 

[0044] Client application programs, such as agent 190, use configuration data describing 
how to perform their duties. For example, configuration data, stored in the Windows 
Registry by most software applications running in the Windows operating system, controls 
the application's behavior with regard to visual display or user preferences. Broadband 
applications may also use configuration data to control how they manage, monitor, and use 
the broadband network. Configuration data are subject to change as the environment and 
business needs change. Agent Configuration Service server component 120S makes 
configuration data available for retrieval by Agent Configuration Service client component 
120C. 

[0045] Fig. 2 shows examples of data flows for preparing service-specific data for 
distribution within the large-scale data distribution system 100 of Fig. 1. In this example, 
data file 212 and index file 214, providing further information about data file 212, are 
examples of service-specific data. 

[0046] In action 2.1, administrative interface 1 10 is used to prepare data file 212 to be 
distributed to a subset of all agents, including agent 190 on client computer system 104. In 
one embodiment, administrative interface 110 includes a web browser 111 for 
communicating with Administrative Service server component 160S. In action 2.2, 
administrative interface 110 provides data file 212 to Administrative Service server 
component 160S. In action 2.3, Administrative Service server component 160S. determines 
that data file 212 includes configuration data and provides data file 212 to Agent 
Configuration Service server component 120S. 

[0047] In action 2.4, Administrative Service server component 160S uses information 
about data file 212 to update index file 214. Updating index file 214 may include creating 
index file 214 if index file 214 does not already exist, or updating data in index file 214. In 
action 2.5, Agent Configuration Service server component 120S stores index file 214 in 
shared database 106, and in action 2.6, Agent Configuration Service server component 120S 
stores data file 212 in shared database 106. Data file 212 and index file 214 are now ready 
for distribution to servers in server group 102. 

[0048] Fig. 3 shows examples of data flows used for making data available to the servers 
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of the large-scale data distribution system 100. When an administrator or a server 
application, such as Agent Configuration Service server component 120S, has new data to be 
published for distribution to agents, the server application or administrator connects to the 
Data Publishing Service publisher running on its respective server. For example, in action 
3.1, Agent Configuration Service server component 120S notifies publisher 150P that data 
file 212 and index file 214 are available for publication. In action 3.2, publisher 150P posts 
an event 1 16 to event queue 118. One of skill in the art will recognize that other techniques 
can be used for communicating that data are available for distribution. 

[0049] Fig. 4 shows examples of data flows for distributing data to servers in server 
group 102 of the large-scale data distribution system 100. Each of servers 102a and 102y has 
similar components to those of server 102z shown in Figs. 1 through 3; for example, Data 
Publishing Service 150Sy on server 102y corresponds to Data Publishing Service 150S on 
server 102z. Similarly, Data Publishing Service 150Sy includes respective publisher 150Py 
and listener 150Ly. 

[0050] Respective Data Publishing Service listeners on each server in server group 102 
continuously listen for events to be posted to event queue 118. In action 4.1, listener 150Ly 
detects that event 116 has been posted in event queue 1 18 (as described above with respect to 
Fig. 3). In action 4.2, listener 150Ly retrieves data file 212 from database 106, and in action 
4.3, listener 150Ly retrieves index file 214 from database 106. In action 4.4, listener 150Ly 
writes index file 214 into web page storage 108y, and in action 4.5, listener 150Ly writes data 
file 212 into web page storage 108y. Copies of data file 212 and index file 214 now reside on 
server 120y web page storage 108y. In one embodiment, data file 212 and index file 214 are 
implemented as static web pages that can be retrieved via a HyperText Transfer Protocol 
(HTTP, the standard protocol for the Internet) request. Steps 4.1 through 4.5 occur on all 
servers in server group 102, including server 120z, such that all servers in server group 102 
have updated copies of data file 212 and index file 214 in respective web page storage areas. 

[0051] Fig. 5 shows examples of data flows distributing data to client computer systems 
and agents of the large-scale data distribution system 100. Typically, when a client 
application such as agent 190 is started, the client application/agent reads a configuration data 
file. Client applications/agents often first acquire configuration data when initially installed; 
for example, some values for configuration data may be included in the installation program 
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for the client application/agent, and other values for configuration data may be identified by 
the user during installation. 

[0052] Assume that agent 190 is configured to automatically check for updated 
configuration data when agent 190 is started. In action 5.1, agent 190 is started. In action 
5.2, agent 190 calls a function provided by Agent Configuration Service client component 
120C to check for updated configuration data. In one embodiment, agent communication 
module 170 calls a function provided by an application programming interface (API) 
represented by Agent Configuration Service client component 120C, which was provided by 
the service provider with software for agent 190. 

[0053] In action 5.3, the function call to Agent Configuration Service client component 
120C calls web server 162 requesting a pre-determined web page to check for configuration 
data. Each service within agent communication module 170 has a specific, pre-determined 
web page to request. For Agent Configuration Service client component 120C, this pre- 
determined web page is a static web page at the location of index file 214 in web page storage 
108. 

[0054] In one embodiment, the pre-determined web page is obtained by examining an 
entry for the Agent Configuration Service in a Service Point Map. The Service Point Map 
entry for the Agent Configuration Service points to a Uniform Resource Locator (URL), in 
this case a URL for index file 214, managed by the Agent Configuration Service. Service 
Point Maps are described in further detail in the "Service Point Map" section of the 
"Broadband Service Control Network" patent application and in the "Distributed Services 
Architecture through use of a Dynamic Service Point Map" patent application described in 
the "Cross-References to Related Applications" section of this document. 

[0055] In one embodiment, a request for the index file is implemented using an HTTP 
get-if-modified-since command. Web server 162 is configured to ensure that index file 214 
and data file 212 are located at pre-specified locations. If index file 214 has not been 
updated, index file 214 is not transmitted across connection 105, thereby saving bandwidth. 

[0056] Index file 214 is requested first, rather than data file 212, to minimize the amount 
of data transferred across the network. If each of millions of client computer systems were to 
request a copy of data file 212, transfers of large data files would likely overwhelm the 
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network. However, index file 214, an example of which is shown in Fig. 6, is typically much 
smaller than data file 212. Requesting index file 214 and processing it on client computer 
system 104 to determine whether data file 212 should be requested provides significant 
bandwidth savings and much greater scalability of data distribution system 110. 

[0057] In the embodiment using the HTTP get-if-modified-since command, if index file 
214 has been updated after a specified time, this update indicates that the respective data file 
212 to be distributed has changed since that time. In action 5.4, index file 214 is retrieved 
from web page storage 108. In action 5.5, web server 162 then provides index file 214 to the 
requesting Agent Configuration Service client component 120C. Index file 214 is considered 
to be updated both when index file 214 is first created and when index file 214 is modified. 

[0058] When the requesting service client component, such as one of service client 
components 120C, 130C, and 140C, receives index file 214, the index file is processed to 
determine whether to request data file 212. In the embodiment shown in Fig. 5, the index file 
is processed by filter engine 180. In action 5.6, index file 214 is made available to filter 
engine 180. Processing index file 214 by filter engine 180 determines whether agent 190 
meets filtering criteria specified in index file 214 and, if so, determines that data file 212 
should be requested. The structure of an index file is illustrated in Fig. 6 and described 
below, followed by further discussion of processing the index file by the filter engine. 

[0059] Fig. 6 shows an example of an index file. The index file includes filtering criteria. 
The filtering criterion is processed by each client that receives the index file. Each client, in 
response to processing the filtering criteria, determines whether it should request from the 
server group 102 a data file corresponding to the index file. In the embodiment shown, index 
file 610 is represented as a document written in extended Markup Language (XML), an 
extension of Hypertext Markup Language (HTML) used for specifying documents for 
transfer by HTTP, although other implementations of index files are within the scope of the 
invention. Index file 610 includes a service criterion 620 describing the service to which 
corresponding data are related; in this case, service criterion 620 describes Agent 
Configuration Service (abbreviated ACS). For the service indicated by service criterion 620, 
index file 610 further includes an agent criterion 630 identifying the specific agent(s) / 
application(s) to which the corresponding data are related. All or a subset of instances of the 
agents / applications distributed in system 100 may receive a copy of index file 610. For the 
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agent specified by agent criterion 630, two configuration data files are described, 
respectively, by configuration criterion 640A and configuration criterion 640B. 

[0060] Each of configuration criterion 640A and 640B provides a respective filter 
criterion 650A or 650B to describe specific properties of agents to which the corresponding 
data apply. Finally, each of configuration criterion 640A and 640B provides the respective 
data file location 660A or 660B for the corresponding data file. Only agents that have the 
specific properties described by the respective filter criterion 650A or 650B should request 
the corresponding data file at location 660A or 660B. 

[0061] Returning to Fig. 5, in action 5.7, filter engine 180 processes data of the index file 
to determine whether data file 212 should be downloaded to client computer 104. In one 
embodiment, filter engine 1 80 processes the index file to determine if agent 1 90 satisfies the 
filtering criteria for one configuration in the index file. If filter 180 determines that agent 190 
satisfies the filtering criteria for one configuration in the index file, then filter 1 80 generates a 
positive result indicating that data file 212 should be requested and subsequently downloaded 
to client 104. This positive result is provided to Agent Configuration Service client 
component 120C. The result may also include the location (e.g., data file location 660A) of 
data file 212. If filter engine 180 determines that agent 190 does not meet the filtering 
criteria for one configuration in index file 214, a negative result is returned to Agent 
Configuration Service client component 120C. 

[0062] In one embodiment, a configuration name, such as configuration name 642, and a 
configuration version number, such as version number 644, uniquely identify a configuration 
in the index file. Other types of services also have identifiers delimiting respective 
information for data to be distributed. For configuration data, filter engine 180 searches for 
configurations that have not been processed. When a new configuration is encountered, filter 
engine 1 80 examines the filter criterion for the configuration to determine whether the 
configuration data are applicable to the corresponding agent 190. The filter describes a set of 
criteria that the agent 190 and/or hosting client computer system 104 should satisfy to 
download the corresponding configuration data. Filter engine 180 compares the filter criteria 
to a set of data about the agent 190 and/or client computer 104. This set of agent data can be 
maintained locally on the client computer system 104 and/or on server 120z in a Profile for 
the agent (as described in the "Profile" section of the "Broadband Service Control Network" 
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application described in the "Cross References to Related Applications" section of this 
document). 

[0063] Referring back to Fig. 5, assume that filter engine 180 indicates that agent 190 
meets filtering criteria specified in index file 214 and should obtain data file 212 from web 
page storage 108. In action 5.8, Agent Configuration Service client component 120C 
requests the static web page stored at the location of data file 212 in web page storage 108 
from web server 162. In action 5.9, web server 162 obtains data file 212 from web page 
storage 108, and in action 5.10, web server 162 provides data file 212 to Agent Configuration 
Service client component 120C. In action 5.1 1, Agent Configuration Service client 
component 120C makes data file 212 available to agent 190. Agent 190 may then 
persistently store data file 212 as configuration data on client computer system 104. 

[0064] In one embodiment, the URLs for service server components are made available to 
service client components as described in the "Service Point Map" section of the "Broadband 
Service Control Network" and "Distributed Services Architecture through use of a Dynamic 
Service Point Map" patent applications described in the "Cross-References to Related 
Applications" section of this document. 

[0065] In one embodiment, Agent Configuration Service client component 120C posts an 
acknowledgement message indicating that data file 212 has been received by Agent 
Configuration Service server component 120S. In this case, a pointer to an entry point to 
Agent Configuration Services server component 120S for acknowledgements is obtained 
from the Service Point Map described above. The acknowledgement message may include 
a receipt code indicating success or failure of the receipt of data file 212. The corresponding 
Agent Configuration Service server component 1 20S archives the receipt code in database 
106, using a technique described in the "Profile" section of the "Broadband Service Control 
Network" patent application described in the "Cross-References to Related Applications" 
section of this document. Receipt codes can be used to identify agents that have successfully 
received data file 212 and/or agents that encountered a problem with data file 212. Based 
upon the receipt notifications, agents that did not receive data file 212 successfully can be 
targeted for subsequent re-distribution. 
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Agent Update Service 

[0066] Agent Update Service server component 130S makes available agent installation 
software and/or updates to the agent 190 software for retrieval by Agent Update Service 
client component 130C. In one embodiment, the agent software includes plug-in agents, as 
described in patent application 09/542,274, entitled "Self-Managing Software Agents with 
Introspection," referenced in the "Cross-References to Related Applications" section of this 
document. 

[0067] Agent Update Service allows an Administrator to provide an executable program 
to a set of applicable agents, such as agent 190. Upon receipt of the executable program, 
Agent Update Service client component 130C causes the executable program to be run, 
resulting in new or replacement software and/or data being installed on the client computer 
system 104. Typically, agent communication module 170 obtains the user's permission to 
run the executable program via a graphical user interface (GUI). The text for the permission 
request presented by this GUI can be retrieved independently from the server. Permission 
requests can be customized for a particular agent profile. For example, an agent running on a 
computer system in Texas can be targeted to receive an English message, whereas an agent 
running on a computer system in France can present a message in French. The text to be 
presented in the permission request can be distributed as a separate text file in the same 
manner that index file 214 and data file 212 are distributed, as described in Figs. 2-6. 

[0068] Executable programs can replace agent software, or they can update an individual 
component (or "plug-in") of the software for agent 190, as described in patent application 
09/542,274, entitled "Self Managing Software Agents with Introspection" described in the 
"Cross References to Related Applications" section of this document. This patent application 
describes agents that can identify additional modules that must be present for the pending 
update to be performed successfully. The Agent Update Service provides the functionality 
enabling Administrators to target updates to selected agents. 

[0069] Targeting and distribution of an update is handled using an index file, a filter 
engine, and a Data Publishing Service, in a manner similar to that described for configuration 
data with reference to Figs. 2-6. The Agent Update Service may also post an 
acknowledgement to the server upon completion of the update, to be noted in the Profile for 
the agent, as described in the "Profile" section of the "Broadband Service Control Network" 



- 15 - 



Attorney Docket No.: MTV001 8US 



patent application described in the "Cross-References to Related Applications" section of this 
document.. 

Announcements Service 

[0070] Announcement Service server component 140S makes announcements available 
for retrieval by Announcement Service client component 140C. The Announcement Service 
allows an administrator to produce a text message and provide the message to a set of the 
client computer systems running agents. Announcement Service 140S differs from an e-mail 
service in that e-mail is targeted at specific users, either directly using the users' email 
addresses or indirectly using mailing lists. The Announcement Service allows an 
administrator to target users based on characteristics of their client computer system and/or 
broadband service account, rather than requiring the administrator to identify the mailing 
address for each user to receive the announcement. For example, recipients of 
announcements can be based upon the location of the user as identified in the agent profile, 
rather than requiring the administrator to identify all users' e-mail addresses at that location. 

[0071] At the receiving client computer system, the announcement can be provided to the 
user via a user interface provided by the agent. Typically, an indicator changes in the context 
of the agent, indicating that a new message is available. The user can then view the message 
from the agent. Announcements can contain formatted text, graphics, and hyperlinks. 

[0072] In one embodiment, delivery of an announcement to a given client computer 
system may be delayed until an appropriate time. A process continuously runs on the client 
computer system and watches for incoming announcements. If an announcement is detected, 
the process can either launch the targeted agent or save the announcement for the next time 
the agent is started. In one embodiment, this choice is configurable by an administrator for 
the agent. 

[0073] Targeting and distribution of an Announcement is handled using an index file, a 
filter engine, and the Data Publishing Service, in a manner similar to that described for the 
Agent Configuration Service in Figs. 2-5. 

Other Embodiments 

[0074] The foregoing describes an embodiment wherein some components are contained 
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within other components (e.g., web browser 1 1 1 of Administrative Interface 1 10 in Figs. 1- 
5). It is to be understood that such depicted architectures are merely examples; in fact, many 
other architectures can be implemented that achieve the same functionality. Any 
arrangement of components to achieve the same functionality is effectively "associated" such 
that the desired functionality is achieved. 

[0075] The foregoing detailed description has set forth various embodiments of the 
present invention via the use of block diagrams, flowcharts, and examples. It will be 
understood by those within the art that each block diagram component, flowchart step, 
operation and/or component illustrated by the use of examples can be implemented, 
individually and/or collectively, by a wide range of hardware, software, firmware, or any 
combination thereof. 

[0076] The present invention has been described in the context of fully functional 
computer systems; however, those skilled in the art will appreciate that the present invention 
is capable of being distributed as a program product in a variety of forms, and that the present 
invention applies equally regardless of the particular type of signal bearing media used to 
actually carry out the distribution. Examples of signal bearing media include recordable 
media such as floppy disks and CD-ROM, transmission type media such as digital and analog 
communications links, as well as media storage and distribution systems developed in the 
future. 

[0077] The above-discussed embodiments may be implemented by software modules 
that perform certain tasks. The software modules discussed herein may include script, batch, 
or other executable files. The software modules may be stored on a machine-readable or 
computer-readable storage medium such as a disk drive. Storage devices used for storing 
software modules in accordance with an embodiment of the invention may be magnetic 
floppy disks, hard disks, or optical discs, such as CD-ROMs or CD-Rs, for example. A 
storage device used for storing firmware or hardware modules in accordance with an 
embodiment of the invention may also include a semiconductor-based memory, which may 
be permanently, removably or remotely coupled to a microprocessor/memory system. Thus, 
the modules may be stored within a computer system memory to configure the computer 
system to perform the functions of the module. Other new and various types of computer- 
readable storage media may be used to store the modules discussed herein. 
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[0078] The above description is intended to be illustrative of the invention and should 
not be taken to be limiting. Those skilled in the art will readily implement the steps 
necessary to provide the structures and the methods disclosed herein, and will understand that 
the process parameters and sequence of steps are given by way of example only and can be 
varied to achieve the desired structure as well as modifications that are within the scope of 
the invention. Variations and modifications of the embodiments disclosed herein can be 
made based on the description set forth herein, without departing from the scope of the 
invention. 

[0079] Consequently, the invention is intended to be limited only by the scope of the 
appended claims, giving full cognizance to equivalents in all respects. 
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